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GPRS - Troubleshooting with Wireshark

Course Duration:

e 2days

Course Description:

® This practical course enables the participants to find throughput issues and shows how to solve them
by using Wireshark on the client and/or on the network side.

Prerequisites:
@ Participants should be already familiar with GPRS, UMTS and HSPA. This should stem from

previous exposure to design, troubleshooting or operations jobs in GPRS/UMTS/HSPA
telecommunication networks.

Course Target:

® After the course the participant is able to use Wireshark efficiently for drop and throughput analysis.
We teach the students how to set filters, add more columns for better fault analysis and how to
export logs for further post-processing e.g. in Excel.

Some of your Questions that will be answered:

e How can a technician find out if the UE, NodeB, RNC, Core or the Internet are responsible for low
throughput? Many times this requires TCP-tracing on the client, Gb/lu-ps and on Gn/Gi-interface.

e What performance indicators can be seen in a TCP throughput graph?

e Why can't the End-to-End RTT not go below a minimum value but increases when the TCP-Window
Size increases? A too high Window Size fixes delay issues caused by the network but slows down
the TCP-retransmissions and demands higher buffers in core and radio access network.

e Why TCP Selective ACK's are counterproductive for TCP-Data frames but would be good for TCP-
ACK < out of sequence delivery of TCP-ACK's would be beneficial for the throughput if supported?

® Why Core Network can throttle the throughput down due to out-of-sequence delivery?

Who should attend this Course:

® The course is mainly targeted for Operators and UE-vendors which need to identify network
problems leading to bad throughput and drops.
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Table of Content:
How to use Wireshark in Mobile Networks
e Wireshark Menu Bar
= Preferences for Gb, lu-ps, lu-cs, lub, S1, Gn/Gp/Gi interfaces

= Verification of Settings of important Telecom Protocol's

“i' Wireshark: Preferences - Profile: Default

rar
|| | sscop
RUCP
SSCOP UDP park range: | |
S1AP
SCCP SSCOP payload protocal: | SSCF-HNI (MTP3-h) v
SC5I —
TR Wireshark: Preferences - Profile: Default
SDP ERF #| | -Logical Link Control GPRS
sFlaw EsP Autodetect cipher bit:
ETHERIC
SIGCOMP Ethernet -
SIMULCRYPT EVRC Wireshark: Preferences - Profile: Default
sIp EXEC ERF #| | -Logical Link Cantrol GPRS
FC EsP Autodetect cipher bit:
SKIMMY ETHERIC
SME FODI Ethernet
Fibre Channel over IP EVRC
SMPP FIv EXEC
SMTP P FC
FDDI 3
SNA FR. Fibre Channel aver IP
SNMP Frame FI¥
| K Fid'-1
SoulSee IoP k
SRYLOC EPRS-LLC
0 Gryphon
55M SMS -
Gryphon
5L Gaf SH3 LR GSM SMS
G5M U
G5M 5MS LD
STAMAG 505 GSM_Map .
S— G55-APT S _MAF
Help aTp G55-AF1
GTP v
T 1 o [ o= )

Frame Relay, BSSGP, GPRS-LLC; RANAP, NBAP, SSCOP, RRC-UMTS, RRC-LTE, S1-AP, S1-MME, TCP
(e.g. relative TCP-packet numbering)

e Start Tracing IP-connection (Network Interface Card's)

= Capture Interface(s) for Monitoring

"4l Wireshark: Capture Interfaces

Descripkion 1P Packets Packetsis

E Adapter for generic dialup and YPM capture

E' Intel(R) PROJ1000 PL Metwork Connection (Microsoft's Packet Scheduler) fedl:i213:77fF:Feld:32ba
E Intel(R) PROJWireless 3945ABG MNetwork Connection (Microsoft's Packet Scheduler) Fed0::213:2ff:Fe05:8bd1
E‘ M3 Tunnel Inkerface Driver Fed0: FFEFLFRFFFFF
E‘ TAP-Win32 Adapter Y& (Microsoft's Packet Scheduler) fe80:: 2ff:dSFf:feed:ab?e
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= Wireshark Preference Settings
Timestamp options, Colorizing two different IP (e.g. FTP) Connections in same Logfile

= Adding customized Column's for enhanced analysis
Text-export or CSV-export allows further post-processing in Excel

" Wireshark: Preferences - Profile: Default

= User Interface Columns
Layout [The first lisk entry will be displayed as the leftmost column - Drag and drop entries to change column order]
Title: Field bvpe
Colurmns b2
Mo, Murnber
Font
AbsolukeTime  Absolute time
Calars
Source Source address
Capkure
Destination  Destination address
Printing
Protocol Protocal
Marme Fesolution
Info Information

Skatistics

wetific-ta Custom {sckp.verification_ta
Protocols . (sctp aq)

Mew Calurn Custom (tcp.ack)

Mew Column  Custom {tcp.s)

Properties

Field bype: |Custom b
Field name: [bem ol

tep.segrent

o

top.segment, multipletails

=

tcp.segment. overlap

tcp.segment. overlap.conflick

tcp.segment. toolongfragment

= Export of Lodfiles as Textfile, CSV-file, PCAP-file
e Reviewing important TCP/IP Fundamentals

= Overview of IP, TCP and UDP header

= TCP Slow Start and Congestion Avoidance

= TCP Connection Establishment & Release
3-way handshake, Receive Window Size of Client is critical, Reset a Connection

= Overview of important TCP-Parameters
Window Size, Round Trip Time, Maximum Segment Size, Maximum Transfer Unit, Socket Parameter

= Bandwidth Delay Product: Throughput = Window Size / RTT
Specifics of a Wireless System like GPRS, UMTS or LTE:
- Throughput should be preferably limited by the UE's Capability's
- The E-t-E-RTT cannot fall below a minimum value but increases easily
- Window Size of TCP-client (e.g. laptop) should be set to a certain value matching the RTT of the system
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= Concurrent Download and Upload leads to lower throughput
Upload throttles down the download due to Windows-PPP issue (no prioritization of TCP-ACK's),
Linux computer are able to prioritize the sending of TCP-ACK's before TCP-data are sent

= Impact of Duplicate ACK's & Fast Retransmissions on Subscriber Throughput

= Pro's and Con's of Selective Acknowledgments
Issue of lower layer retransmissions while Selective ACK's invoke TCP-Retransmissions resulting in
“double” resp. unnecessary retransmissions, Advantage when UTRAN or PCU do not stall the forwarding of
TCP-ACK's to the TCP-Server and thus allow out-of-sequence delivery of TCP-ACK's if they hang in
retransmissions due to RLC-AM
A TCP aware UTRAN or PCU would be beneficial for the throughput if TCP-ACK's are handled preferred

e Quick Logfile Analysis using “Expert Info”

Analysis of Example Log's
Tl Wireshark: 337 Expert Infos

Errors: O Warnings: 10 Motes: 327 Chats: 86 % Severity Filker:

Ma. - Sever. Group Protocol Surmmary A
24 Mote Sequence TCP Duplicate ACK (#27

63126 Mote Sequence TCP Duplicate ACK (#28;\

63128 Mote Sequence TCP Duplicate ACK (#29)

63130 Mote Sequence TCP Duplicate ACK (#3200

63132 Mote Sequence TCP Duplicate ACK (#31)

63134 Mote Sequence TCP Duplicate ACK (#32)

63136 Mote Sequence TCP Duplicate ACK (#33)

63135 Mote Sequence TCP Duplicate ACK (#34)

63140 Mote Sequence TCP Duplicate ACK (#35)

63142 MNote Sequence TCP Duplicate ACK {#36)

63144 Mote Sequence TCP Duplicate ACK (#37)

63146 MNote Sequence TCP Duplicate ACK {#38)

63145 Mote Sequence TCP Duplicate ACK (#39)

63150 Mote Sequence TCP Duplicate ACK {#40)

63152 Mote Sequence TCP Duplicate ACK (#41)

63154 Mote Sequence TCP Duplicate ACK {(#42)

63156 Mote Sequence TCP Duplicate ACK (#43)
1558 Mobe SEqUENCE TP Duplicate SCK (#44)

63159 ‘Warn Sequence TCP Fast retransmission (suspected) ]

80114 Warn Seguence TCP Previous segment lost {common at capture start).f

0117 Mote Sequence TCP Duplicate ACK (#1) :

80119 Mote Sequence TCP Duplicate ACK {#2)

0120 Warn Sequence TCP Fast retransmission (suspected) |

85207 Warn Sequence TCP Previous segment lost {common at capbure stark) |

5205 Mote Sequence TCP Duplicate ACK (#1) -

85210 Mote Sequence TCP Duplicate ACK (#2)

85212 Mote Sequence TCP Duplicate ACK (#3)

85214 Mote Sequence TCP Duplicate ACK (#4)

85216 Mote Sequence TCP Duplicate ACK (#5)

85215 Mote Sequence TCP Duplicate ACK (#6)

85220 Mote Sequence TCP Duplicate ACK (#7)

85222 Mote Sequence TCP Duplicate ACK (#8)

85224 Mote Sequence TCP Duplicate ACK (#9)

85226 Mote Sequence TCP Duplicate ACK (# 100

85225 Mote Sequence TCP Duplicate ACK {(#11) 3

For every new TCP/IP Packet the Client sends a Duplicate ACK pointing out that a certain older TCP/IP-
packet is still missing. All the newer incoming TCP/IP-packets have to be buffered until the very
missing/dropped TCP/IP Packet is re-transmitted by the Server and properly received by the Client.

= Issues with Buffer Size in Client and Network Nodes are discussed

INACON GmbH 1999 — 2015. All rights reserved. Reproduction and/or unauthorized use of this material is prohibited and will be
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e 10-Graph in Wireshark (for quick throughput analysis)
e Detailed Throughput and RTT Analysis

= Determining

“i! concurrent-Upload+Download. pcap - Wireshark

Slow Start and Retransmission using various TCP Stream Graph's
' =13}

File Edt View Go Capture  Analyee Telephony  Tools  Help
Blaeoeae =E X0 smma EE acam &= ms%| B Zoom | Magnify || Origin Cross|: raph typ&|_
Protocol Hierarchy ——
Fiter: B Corversations Expression... Clear Apply Graph type:
No. - AbsoluteTims sor & Endpaints Protocol Info O Time/Sequence (tcptrace-style) verificbag
BULDU LY LUl JL. eI g i Packst Lengths. .. o [ T FiFoLaia. Ledew Wy
S0891 151.234375 SC L IOGraphs 238 TCR capioverlan > cat
90852 151.234375  1g = b 40 FTP-DATA FTP Data: 1424 byl | |(3) Time/Sequence (Stevens™-style)
. 250000 . 40 FTP-DATA FTP Data: 1424 hydy
Conversation List 3 capiover 1a =i
ll Endpoint List ' 3 I
L 250000 Service Response Time F 40 FTP-DATA FTP Data: 1424 by O Throughput
90897 17:08:51. 250000 90 238 TCR capioverlan » cat
Q0898 17:08:51.250000 1  BOOTP-DHCP. 40 FTP-DATA FTP Data: 1424 byt
90859 17:08:51. 250000 1¢ Compare. .. 40 FTP-DATA FTP Data: 1424 by O Round-krip Time
90900 17:08:51. 250000 9C |4 Flow Graph... 238 TCR capioverlan » cat
90901 17:08:51.265625 18 = , h40 FTR-DATA FTP Data: 1424 hyg
90002 17:08:51. 265625  1g AP 40 FTR-DATA FTR Data: 1424 byt
90903 17:08:51. 265625 5¢  IPAddresses... 238 TCP capioverlan > cat .
90904 17:08:51.265625 15 IP Destinations... 40 FTP-DATA FTF pata: 1424 byql | |[] Init on change
90905 17:08:51.265625 19 Ipproracol Types... 40 FTP-DATA FTP Data: 1424 by
90906 17:08:51.265625 90 ONC-RPC P 238 TCP capioverlan > cat
90907 17:08:51. 265625 18 s - FTP Data: 1424 byt
90008 17:08:51. 281250 18 Round Trip Time Graph FTP Data: 1424 hyd cl
50009 17:08:51. 281250 30 LDP Multicast Throughput Graph capioverlan > cat (==E
Q0910 17:08:51. 281250 1c wLAN Traffic,.. Time-Sequence Graph (Stevens) FTP Data: 1424 by

0911 17:08:51. 281250 1 Greror g o g FTP Data: 1424 bytes
90912 17:08:51. 281250 50.152.161.40 194.48.139. capioverlan > catalyst [ack] Seq=l Ack=71%51873 win=65535 Len: -
G0913 17:08:51. 281250 194.48.135.238 00.152.161.40 FTP-DATA FTP Data: 1424 bytes

TCP Graph 1: concurrent-Upload+Download.pcap 194.48.139.2 36 -=90.152.161.4

Time-Sequence Graph (tcptrace)

Sequence
nurnber[B]

Time/Sequence Graph

70000000 —

&0000000 —|

50000000 —

40000000 —

30000000 —|

20000000 —

10000000 —

! ! ! ! I |
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Time[s]
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Troubleshooting of RAN and Core Errors

e Failure & Drops in GPRS/EGPRS

= Filtering in Wireshark

Eﬂlter: W{sndcp)

} Expression... Clear Apply

~
werific-|

Ha. - absaluteTime Sourcdestinatior Pratocal Infi
1210 22: t17.188267 BSSGP FLOW-CONTROL-MS-ACK, TLLI Oxea0&lsh?
1211 2 8.18546L BSSGP FLOW-CONTROL-MS, TLLI Oxea06l6h7
1212 2 B8.186217 BSSGP FLOW-CONTROL-MS-ACK, TLLI Oxea0&618h7
1549 2 6.414616 BSSGP FLUSH-LL, TLLI Oxea0616b7, BwCI 10114, BwCI 10024
1553 2 6.458431 BSSGP FLUSH_LL_ACK, TLLI Oxea06l6b7?, BWCI 10024
1564 2 5.611828 BSSGP FLUSH-LL, TLLI Oxea0&6l6b7, BvCI 10024, BWCI 10114
1565 2 5.636330 BZSGP FLUSH_LL_ACK, TLLI OxeaQ&l6b7, BWCI 10114
1584 2 0. 670185 B3GR LLC-DISCARDED, TLLI 0Oxealfléh?, BWCI 10114
1595 2 7.334380 B3GR LLC-DISCARDED, TLLI Oxea0§léh?, BWCI 10114
G P
1508 2 2.809708 BSSGP FLUSH-LL, TLLI Oxea0&leby, BWCI 10114, BWCI 10024
1500 22:41:02.834067 BSSGP FLUSH_LL_ACK, TLLI Oxea06l6b7
1614 22: h. 389702 GPRS-LLC LLGMM, UI, protected, ciphered information, N(U) 2(DTAP) (5M) Deactiwate PDP Context Reguest
1615 2 A.400933 GPRS-LLC LLcMM, UI, protected, ciphered information, niu) 2(DTAP) (SM) Deactivate PDP CONTEXT ACCEpT
1616 2 3.930453 GPRS-LLC LLGMM, UI, protected, ciphered information, wCu) 3(DTAP) (GMM) Detach Regquest
1617 2 9.355029 GPRS-LLC SAPI LLGMM, UI, protected, cipherad information, wnCu) 3(DTAP) (GMM) Detach Accept
1618 2 6.290860 BSSGP RADIO-STATUS, TLLI Oxea0éléh?
lale 2 6.328763 B3GR LLC-DISCARDED, TLLI 0Oxea®5l6h?, BWCI 10024
1620 2 T.791334 GPRS-LLC LLGMM, UI, protected, non-ciphered information, NCU) = 0(DTAP) (GMM) Attach Request
1621 2 T.794178 GPRS-LLC LLGMM, UI, protected, non-ciphered information, WCU) = OCDTAP) (GMM) Identity Reguest
1622 2 §.150083 GPRS-LLC LLGMM, UI, protected, non-ciphered information, WCU) = 1(DTaP) (GMM) Identity Response
1623 2 8.194078 GPRS-LLC LLGMM, UI, protected, non-ciphered information, NCU) = 37(DTAP) (GMM) Authentication and Cipherin
1624 2 8.790532 GPRS-LLC LLGMM, UI, protected, non-ciphered information, N(U) = 2(DTAP) (GMM) Authentication and Ciphering
1625 2 8.792987 GPRS-LLC LLGMM, U, XID
1626 2 9.045977 GPRS-LLC  SAPI: LLGMM, U, XID
1627 2 0. 515569 BSSGP RA-CAPABILITY, TLLI 0xaa06l6h7
1628 2 0.517045 GPRS-LLC SAPI: LLGMM, UI, protected, ciphered information, N(U) = O(DTAR) (GMM) atTach Accept
1629 2 0. 770537 GPRS-LLC SAPI: LLGMM, UI, protected, ciphered information, M(U) = O0CDTAR) (GMM) attach Complete
1630 2 2.031222 FPP IPCP configuration Regquest
1631 2 2.102834 PPP IPCP  cConfiguration Wak
1632 2 2.650877 GPRS-LLC SAPI: LL3, U, XID
1633 22: 2.651843 GPRS-LLC SAPI: LL3, U, XID
1727 22:43:56.212554 BSSGP LLC-DISCARDED, TLLI 0xc323d752, BWCI 10114
1728 22:43:56.214366 BSSGP RADIO-STATUS, TLLI 0xc323d752
1729 22: .230538 BSSGP LLC-DISCARDED, TLLI 0xc323d752, Bwel 10114
1730 22: -037428 BSSGP PAGING-PS, IMSI 8520028794, (PITMSI 0xc323d752
>
= GPRS Connection Hang-up with Drop
Filter: |bssgp * Egpression... Clear Apply
Mo, #bsaluteTime Sourcestinatior Protocol Info
4215 22:43:04,.1414357 192, 1YL TCP LiekDevMgmt_A > EtherNet/IP-Z [SYN] Seq=0 Win=40Y6 Len=0 MSS=1360 WS=0 TSW=Ll1lY98asly TSER=0
4216 105.813514 192. 192.1 TCP Ethernet/Ip-2 > Liebpewmgmt_a [SyN, ACK] seq Ack=1 win=2000 Len=0 Ms5=16384
4217 3:05.8452486 192. 192.1 TCP LiehDevMgmt_aA > Ethernet/IP-2 [ACK] Seq=1l Ack=1 win=40%6 Len=0
5. 848001 1.1 89.12 PPP VD vl compressed TCP (d'irect'ion unknown)
5 . f TCP ACKed lost segment] Lis COmmuncations
vl compressed TCP Cd‘lractwn unknuwn)
TCP ACKed lost segment] Register B Ton: FDSC
vl compressed TCP (direction unknown)
TCP ACKed lost segment
vl compressed TCP (direction unknown)
TCP ACKed |05t segment
. B47563 \/:l cumpressed TCP (direction unknown)
010 CP aliwe] LishDewMgmt_A > Etherket /IP-2
7.360804 Cuntru Message - Hello (tunnel id=50610, session 1
8.359214 Control Message - Hello (tunnel "|d=50610, session i )l
] TCP Keep-aliy A thermMet /IP— - LI1EhDEVMOMT _A 10 Len=0
2 . 734832 Control Massage - Hello (tunme'\ session i
4232 2 791958 Control Message - ZLB (tunnel session id=0)
4233 2 .B32081 control Message - ZLEB (tunnel session id=0)
2 . 832084 Control Message - ZLE (tunnel sesswn i
d TCP AlTv 3 mt_A > Eth T/ IP-2 [A Len=0
Kick Timer
TCP RETF Al Ton] Kick Timer
vl compressed TCP (d'lrect'lnn Lmknnwn)
=l
2:506.230538 EBSSGP LLC DISCARDED TLLI 0xc323d752, BVCI 10114
22:44:03.037428 BSSGP PAGING-PS, IMSI MEEWINESSZOOZS?% (PITMSI 0Oxc323d752
b
GV, Lulld
= Base Station Subsystem GPRS Protocol
PDU Type: RADIO-STATUS (Oxal
= TLLI: 0xc323d752
TLLI: OxcC323d752
Radio Cause: Radio contact lost with the ms (00D

= Low Throughput in EGPRS
EGPRS Throughput per cell/BVCI, faulty GPRS Dial-up software (dashboard issue with LCP protocol)

= GPRS Suspend after 3G—2G HO but no Suspend ACK

INACON GmbH 1999 — 2015. All rights reserved. Reproduction and/or unauthorized use of this material is prohibited and will be
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= Attach Accept but no Attach Complete from UE
Ciphering Key mismatch between UE and SGSN

GPRS-LLC
GPRS-LLC
GPRS-LLC
GPRS-LLC
GPRS-LLC
GPRS-LLC
GPRS-LLC
GPRS-LLC
GPRS-LLC
GPRS-LLC
GPRS-LLC
GPRS-LLC
GPRS-LLC
GPRS-LLC
ESSGP

GPRS-LLC
GPRS-LLC
GPRS-LLC
GPRS-LLC
GPRS-LLC
GPRS-LLC
GPRS-LLC
=L

TTITARS

Ifo

: LLGMM,

SAPIL:
SAPI:
SAPI:
SAPI:
SAPI:
SAPI:
SAPIL:
SAPI:
SAPI:
SAPI:
SAPI:
SAPI:
SAPIL:

SAPI:
SAPI:
SAPI:
SAPI:
SAPI:
SAPIL:
SAPI:
<apT:

LLGMM,
LLGHM,
LLGHM,
LLGMM,
LLGHM,
LLGHM,
LLGMM,
LLGHM,
LLGHM,
LLGMM,
LLGHM,
LLGMM,

U, XID
UI, protected
UI, protected,
UI, protected,
UI, protected,
UI, protected,
UI, protected,
UI, protected
UI, protected
UI, protected,

ciphered information, N(U)
ciphered information, N(U)

ciphered information, N(U)
ciphered information, N(U)
ciphered information, N(U)

LLGMM, U, Unknown/invalid code:0
FLUSH-LL, TLLI OxaZadef67, BVCI 9200, BVCI 56303
LLGMM, U, Unknown/invalid code:0

LL11, U, *ID

LLGMM, UI, protected,
LLGMM, UI, protected
LLGMM, UI, protected,
LLGMM, UI, protected,
LLGMM, UI, protected,
11 s T nratactad

Failure and Drops in UMTS

e Core Network causes Duplicate ACK's and Fast Retransmissions

non-ciphered
non-ciphered
non-ciphered
non-ciphered
non-ciphered
nan-~inharad

information,
information,
information,
information,
information,
infarmatisan

NiU)
NEU)
MCU)
N(U)
NCU)

MOy

3 ) (GMM) Authentication and C r
2(DTAP) (GMM) Authentication and Ciphering Re

0(DTAP) (GMM) Routing Area Update Accept
37(DTAP) (GMM) Routing Area Update Accept
non-ciphered information, N(U) = O(DTAP) (GMM) Routing Area Update Request
i 74(DTAP) (GMM) Routing Area Update Accept
111(DTAP) (@M} Routing Area Update Accept
148 (DTAP) (GMM) Routing Area Update Accept
non-ciphered information, N(U) = 1(DTAP) (GMM) Routing Area Update Reguest
ciphered information, N(U) = 1BS(DTAP) (GMM) Routing Area Update Accept
ciphered information, N(U) = 222(0TAP) (GMM) Routing Area Update Accept

2(DTAP) (GMM) Routing Area Update Request
223(DTAP) (GMM) Routing Area Update Reject
3(0TAP) (GMM) Attach Request

0(DTAP) (GMM) Identity Request

4(DTAP) (GMM) Identity Response

IFINTARY (MM Anthanticatian and Cinhearina [¥

Ciphering §

>

= Out of Sequence Delivery of TCP-Packets on Gn/Gp- or Gi-interface

UE sends Duplicates ACK's in uplink; UTRAN assures In-Sequence Delivery through RLC-AM and HARQ;
4 I B I C olE F [ G H 1] K L [ m Mo P Q [ R

| 1 |Gi@ GGSN2 Gn @ GGSN2 Gn @ SGSNT1 lu @ SGSN11
2 |TCP-SN_[+)TCP-ACK[=]DELTA SN [+] [+] [<|TCP-SN_[+]TCP-ACK[]DELTA 8N (=] [+ [F]TCP-SN_[=]TCP-ACK([<|DELTA SN (=] [+] [|TCP-SN_[+]TCP-ACK[=|DELTA SN [~
|37 | 3556626330 A556629754 [ SERREZRAA0 3556629754 ] SEERE2AAA0 | 355EE20754 [ SEAREZRAA0 J55EA29754 i
| 38 | 3556629754 | 3556831178 i 35ERE29754 | 355631178 ] 35ARE29754 | 3556031178 i 355GE29754 | 3556831176 i
| 39 | 3656631178 3556632602 0 3556E31176 | 3556832602 i 3556531176 | 3556832602 0 3556631176 3556832602 0
| 40 | 3556632602 | 3556634026 ] 3556032602, 3556834026 ] 3556632602 | 3556034026 ] 3556632602 | 3556034026 0
| 41 | 3556634026 3556635450 i 35EEE34026 | 355635450 ] IEAREG4026 | 3556035450 i 35AEI4026 | I55EEI54E0 i
[ 42 | 3556635450 | 3556636674 0 3556035450 3556836074 i 3556635450 3556036674 0 3556635450 355606074 0
|43 | 3556636574] 3556835298 i 35ERE3EE7 4| 355635298 ] 35AREA6E74 | 3556036298 i 355REIRET4 | I55EEIA296 i
| 44 | 3R5RA3A200 355630722 0 355RE3E208 | 3556839722 i 355REAA29E | 3556830722 0 355RE3R295 | I556R39722 0
| 45 | 3556639722 | 3656841146 ] 355RE39722 3556841146 ] 35ARE3722 3556041146 ] 3556639722 3556841146 ]
|46 | 3656641145 3556642570 0 3556E41146 | 3556842570 i 3556541145 | 3556842570 0 355GEA1 145 3556842570 0
| 47 | 3556842570 3556843994 ] 3556042570 3556843994 ] 3556642570 3556043994 ] 3556642570 3556043994 0
| 48 | 3556843094 | 3656845418 i 35EAE43004 | 355645418 ] 35ARE43094 | 3556045418 i 35AAE43094 | 3556045416 i
|49 | 3556645416 3556646642 0 3556045416 3556646042 i 35666454 18| 3556046642 0 3556645416 3556046042 0
| 50 | 3556846542 | 3556845266 i 35EREARDA2 | 355645256 ] 35AREAGE42 | 3556045266 i 355GEARDA2 | I55EE4R2E6 i
| 51 | 3656645265 3556649600 0 355RBARZER | 3556849650 i 355RE4G26R | 3556549650 0 355REAR2ER | 3556549650 0
52 | 3566849650 3556851114 ] 3556049690 3556851114 ] 355R549690 3556051114 ] 3556049690 3556851114 0
35EEAE2538 0 SEERBE2538 i 355RE53062 1424 SEEREEITE2 1424
3556052538 3556853962 ] 3556052538 3556853962 ] 3556653962 3556055306 0 3556053062 3556055366 0
55 3556055386 0 3556055356 0 B coccescs R B ccccccess S
3556055306 3556856510 0 3556855366 3556856510 i 3555555306 35560856510 2848 3556655366 3556856510 2643
3556056510 3556858234 i 355RE5EE 10, 3556856234 ] 35AREEEE 10 3556056234 i 355GEERE 10 3556056254 ]

= GGSN discards sometimes IP-packets
Delta-measurement between Gi (incoming) and Gn (outgoing) of IP-Packets; Internet Server may stick with
Congestion Avoidance only after TCP-Retransmission due to packet loss

= RLC-AM In-Sequence and Out-of-Sequence Delivery Configuration
For Rel. 99 bearers, RLC-AM out-of-sequence delivery is counter-productive as it causes Duplicate ACK's.
Bearers mapped on Rel. 5/6 HS-DSCH or Rel. 6 E-DCH provide almost in-sequence deliver due to HARQ
underneath unless during HSPA Serving Cell Changes and if RLC-AM is configured for out-of-sequence

delivery!

= SRNC can delay TCP/IP packets mapped on HS-DSCH unnecessary

lub HS-DSCH Frame Protocol (user plane) trace required to compare with lu-ps user plane timing
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= Modem/Data-card hangs-up (UE software bug)
One or more TCP Retransmissions for same TCP-Packet but no ACK from TCP-client, then UE performs
sudden GPRS ATTACH due to Switch-off-on, PDP Context Activation and “normal” download resumes

Tesstinat Protocol
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https » cedros_fds [ack]
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https > cedros_fds [ack]
1

Continuation Data
cedros_fds > https [AcK]
id-pirectTransfer (DTAP)
id-pirectTransfer (DTAP)
jd-RAB-AssTgnment
jd-RAE-Ass1gnment
jd-Iu-Release
id-Iu-release
jd-InitialuE-Message (DTAP) (GMM) Attach Reguest
jd-pirectTransfer (DTAP) (GMM) Authentication and Ciphering
jd-pirectTransfer (DTAP) (GmMM) authentication and Ciphering
jd-securityModeControl

jd-securityModecontral

jd-CommonID

jd-Iu-Release

id-Tu-release

jd-InitialuE-Message (DTAP) (GMM) Attach Reguest
jd-pirectTransfer (DTAP) (GMM) Identity Request
jd-pirectTransfer (DTAP) (GMM) Identity Response
jd-pirectTransfer (DTAP) (M) authentication and Ciphering
jd-pirectTransfer (DTAP) (GMM) Authentication and Ciphering
jd-securitymModecontral
jd-SecurityModeControl
jd-CommonID
id-pirectTransfer (DTAP)
id-pirectTransfer (DTAP)
jd-Iu-release
jd-Iu-Release
jd-InitialuE-Message (DTAP) (GMM) Service Reguest

(eI
CGMM )

Attach Accept
attach Complete

Seq=347065 Ack=475873 win=63533 Len=0
Seq=475873 Ack=347177 win=17088 Len=0

Seq=475873 Ack=347321 win=17088 Len=0

Seq=347473 Ack=476025 win=565383 Len=0
(sM) Deactiwate PDP Context Reguest
(M) Deactiwate PDP Context Accept

Req
Resp

Req
Resp

Failure and Drops in LTE
e S1-MME Signaling Issues
= UE lost in E-UTRAN (uplink drop)

Filter: |slap T  Egpression... Clear Apply
Mo, - AbsaluteTime SourcBestination Pratocal Info wverific-tag
5 11:43:06.426985 10.4 10.4. s1aP id-UEContextreleaserequest Oxb91d397d
6 11:43:06.447475 10.4 10.4 S1AP fd-ErrorIndication Oxfd371a51
9 11:43:11.638798  10.4 10.4. PPP IPCP configuration rRequest Oxbold397d
10 11:43:11.695362 10.4 10.4 S1AP/MNAS-EPS id-Initialcontextsetup Attach accept activate default EPs bearer context request Oxfd37la5l
13 11:43:14. 047007 10.4 10.4. PPP IPCP Configuration Request 0xh1d397d
15 11:43:17. 716353 -4 10,4 S1AP/MAS-EPS jd-Initialcontextsetup Attach accept activate default EPS hearer context reguest  O0xfd371lasl
16 11:43:17. 720582 -4 10,4 51ap jd-Initialcontextsetup 0xh91d397d
17. 783683 4 S1AP id-Initialcontextsetup Oxbe1d397d

2111 17.913452 10.4 10.4 s1ap UECONTextRelease 0xfd371a51
22 11:43:17. 917159 10.4 10.4. s1ap id-UEContextRelease Oxho1d397d
43 11:43:26. 638375 10.4 10.4. PPP IPCP Configuration Reguest Oxho1d397d

=l UELUNLEXLEE | Ed>EREQUES L
= protocollEs: 3 items
= Item 0: id-MME-UE-S1AP-ID
= ProtocolIE-Field
qd: id-MME-UE-S1aP-ID (0D
criticality: reject (00
= walue
MME-UE-S1AP-ID: G680
= Item 1: id-eNB-UE-SlAP-ID
= ProtocolIe-Field
did: id-enB-UE-S1AaP-ID (8)
criticality: reject (00
= value
ENB-UE-S1aP-ID: 18
= Item 2: id-Cause
= ProtocolIE-Field
id: id-Cause (20
criticality: dignore (10
= walue
= Cause: radioMetwork (0)
[ radionetwork: radio-connection-with-ue-lost (210 )

= UE drops due to downlink out-of-sync
RRC Re-establishment Procedure Scenario
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= Tracking Area Update after failed RRC Re-establishment
Network Paging in case of downlink Data Delivery, As long as the TCP Timers in UE/Client are not fired,
TCP triggers the Connection Establishment with E-UTRAN again (same in GPRS and UMTS), UE keeps its
IP-address after drop or being in Idle Mode until Detach or “Deactivate PDP Context”

e X2AP Signaling Issues

= Handover Signaling
Meaning of snStatusTransfer, Why are there duplicate X2AP messages visible?

A B | D E F € H | |
1 [nlo. [+ | Tirne [+ |S]+|Dd « |Protacaol |+ |Info [
391 380 o6:06.5 10.4110. 46 X2 AP id-handoverFreparation
392 321 o6:06.5 10.4110. 46 X2 AP id-handoverPreparation
393 392 ob:06.58 10411048 X2 AP id-handoverPreparation RECConnectionReconfiguration
3594 393 ob:05.5 10411048 22 AF id-handoverFreparation RECCaonnectionRecaonfiguration
3595 3594 ah:06.8 104110 48 22AFP id-sn=tatusTransfer
396 385 aE:05.8 10 410 48 248 id-snStatusTransfer
406 405 S6:07.0 104110 46 2 AP id-uEContextRelease
407 406 5607 .0 104110 46 :2AF id-uEContextRelease
B2V G256 56:35.5 10,4110 46 2 AP id-handoverPreparation
B25 B27 56:35.5 10411046 X2 AP id-handoverPreparation
B29 625 06:35.5 10.4110. 46 X2 AP id-handoverPreparation RECConnectionReconfiguration
B30 529 06:35.5 10.4110. 46 2 AP id-handoverPreparation RECCaonnectionReconfiguration
B3 B30 ab:38.5 104110 48 22AP id-sn=tatusTransfer
B32 B3 ab:38.5 104110 48 22AP id-sn=tatusTransfer
Ed42 B4 86387 104110 48 22AR id-uEContextRelease
E43 B4Z 86387 104110 48 22AR id-uEContextRelease

= How to trace the complete signaling of a single UE on S1-MME?

Filker: |s1ap || x2ap| ~  Egpression... Clear Apply
Mo, - AbsaluteTime Testinat Protocal Infa MME-id eNB-id
1636 12:10:00,382163 11cC slap/Mas-eP: Td-initialuemessage a4

1637 12:10:00.33876%
1638 12:10:00, 582855
16359 12:10:00. 537100

1C S1AP/NAS-EP: Td-downlinkMaSTransport Service reject 4294967295 64
¢ sCTP SACK

C sCTP SACK

¢ sCTP HEARTBEAT

CsCTP HEARTEEAT

¢ sCTP HEARTBEAT _ACK

CsCTR HEARTEBEAT _ACK

C slap id-Initialcontextsetup 691 63
¢ slap id-UECOntextreleaserequest 691 63
C5CTP SACK

C slap fd-UECOntextrelease

C S1AP id-UEContextrelease 691 63
¢ sCTP SACK

C SCTF‘ SACK

TG-LECONTEXTRE | 245 eREQUAST
id-ErrorIndication
CsCTP SACK

C sCTP SACK

C PPP IPCP configuration rRequest 65
C slap/nNas-EP: fd-InitialContextSetup Attach accept Activate default 691 65
¢ sCTP SACK

L sCTR SACK

C5CTP HEARTEBEAT

L sCTR HEARTEBEAT

C5CTP HEARTEBEAT _ACK

1640 12:10:00.784708
1641 12:10:00, 784725
1642 12:10:00. 784824
1643 12:10:00.784840
1644 12:10:00.5981878
1645 12:10:00.58251%
le46 12:10:00.598259%
1647 12:10:01. 004961
1648 12:10:01. 008280
1649 12:10:01, 201133

266
1653 12:10:06, 063726
1654 12:10:06.07729%
1655 12:10:11.065701
1656 12:10:11.123911
1657 12:10:11.267130
1658 12:10:11.321480
1659 12:10:11.357488
1660 12:10:11.357503
166l 12:10:11.337587

1
1
1
1
1
1
1
1
1
1
1
1
1
1
1]
1
1
1
1
1
1
1
1
1
1
1662 12:10:11.357602 1

P e ey e e ] - L e el el e e e e o

¢ sCTP HEARTBEAT _ACK

1663 12:10:12.912056 11C s1AP d-Initialcontextsetup 6ol 65
1664 12:10:12.9468437 1 1C s1AP fd-UEContextrelease
1665 12:10:12.349928 11C s1aP id-UEContextrelease

SCTP does not distinguish the Signaling for different Users/UE's between eNodeB and MME. Thus S1AP i |n
eNodeB assigns upon connection establishment (e.g. with ATTACH REQUEST) a unique number called
eNB-UE-S1AP-ID. In response the MME allocates his unique number MME-UE-S1AP-ID and mirrors back
the number which eNodeB has assigned for the call. Thus from that moment on the UE/User is uniquely
identified by two numbers and eNodeB refers to the MME-ID when sending some S1AP-message to the
MME where as the MME refers to eNB-ID when sending some message for the specific UE to eNodeB.

= How to identify the User Plane Connection (S1-U) of eNB <« SGW for a certain
UE?
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Low Throughput Troubleshooting in HSPA Networks
e lub Flow Control Issues
= Bad HS-DSCH Flow Control

Iub Flow Control

FP: User Buffer Size === Credits[Bytes/80ms] === TransmittedBytes_Bin \

100000

90000

80000

70000

60000

50000

Bytes/80m:

40000

30000

20000

10000

; .1

0 -

12:04:43.496)
12:04:45.720|
12:04:48.100]

= E-DCH FP throttles uplink Throughput

Example for a bunch of corrupted E-DCH frames. The last correct received packet on lub is having
sequence number 291210. After that it takes 2.5s until the next non-corrupted packet is received on lub:

BITMASK |
0011081 1.8 FP:

e 2.1 FP:  Spare @ Frame 582 (1464 bytes on wire, 1464 bytes captured
‘0000--- 2.2 FP: Humber of [} . o © md."(:'m, IV - il )
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e Combined Trace Analysis of Air-interface (Uu) and Wireshark
= HS-SCCH Scheduling Analysis

| 3E1's for lub | | \With optimized TCP-settings |
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= Serving Grant Monitoring for low HSUPA Throughput
SIR-Target in UTRAN and UE TX Power limitation
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= TCP/IP ACK counting on Client Laptop
(typically a Windows PC ack's only every 2" TCP-frame) — downlink packets arrive too slow although
Client-PC ack's nicely every 2™ TCP-frame < self-clocking principle of the TCP-connection. A TCP-Server
in Slow Start mode would double the number of TCP-frames for every received TCP-ACK
500000

450000 +
# Acknowledoe SEQ Mo (
400000 m TCP-length accumulated F
-7
350000 ﬁ ," i
o I, !
200000 .I o i
A4 . !
250000 r ,l‘ I
ol ’/ :
200000 J .
e :
150000 {" |
o | / |
100000 Hf' -
-lr 7’ |
50000 7 I
g e
wlh |
0 ] — nd ¥ ' ' ' ' '
0.00 500 10.00 15.00 20.00 25.00 30.00 35.00 4E'DD 45.00

= High uplink BLER (RTT) throttles HS-DSCH Throughput
As the downlink HARQ of HS-DSCH (and also uplink HARQ of E-DCH) is usually very robust, throughput
issues only occur due to too high TCP-RTT (high E-to-E delays) or TCP-Packet out-of-sequence delivery
caused by Core or due to lossy Core Network (GGSN, SGSN, Router) or lossy lub/lu-ps (e.g. too
aggressive ATM overbooking), provided that the CQI reporting of UE is good and that sufficient E1-links on
lub are available and that more than 1 HS-SCCH is configured in the cell and just one UE is using HSDPA
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