\ I, CON

A 4

INACON GmbH

GPRS/UMTS & LTE Troubleshooting with Wireshark

Course Duration:

e 2days

Course Description:

® This practical course enables the participants to find throughput issues and shows how to solve them
by using Wireshark on the client and/or on the network side.

Prerequisites:
@ Participants should be already familiar with GPRS, UMTS and HSPA. This should stem from

previous exposure to design, troubleshooting or operations jobs in GPRS/UMTS/HSPA
telecommunication networks.

Course Target:

® After the course the participant is able to use Wireshark efficiently for drop and throughput analysis.
We teach the students how to set filters, add more columns for better fault analysis and how to
export logs for further post-processing e.g. in Excel.

Some of your Questions that will be answered:

e How can a technician find out if the UE, NodeB, RNC, Core or the Internet are responsible for low
throughput? Many times this requires TCP-tracing on the client, Gb/lu-ps and on Gn/Gi-interface.

e What performance indicators can be seen in a TCP throughput graph?

e Why can't the End-to-End RTT not go below a minimum value but increases when the TCP-Window
Size increases? A too high Window Size fixes delay issues caused by the network but slows down
the TCP-retransmissions and demands higher buffers in core and radio access network.

e Why TCP Selective ACK's are counterproductive for TCP-Data frames but would be good for TCP-
ACK < out of sequence delivery of TCP-ACK's would be beneficial for the throughput if supported?

® Why Core Network can throttle the throughput down due to out-of-sequence delivery?

Who should attend this Course:

® The course is mainly targeted for Operators and UE-vendors which need to identify network
problems leading to bad throughput and drops.
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Table of Content:
How to use Wireshark in Mobile Networks
e Wireshark Menu Bar
O Preferences for Gb, lu-ps, lu-cs, lub, S1, Gn/Gp/Gi interfaces

O Verification of Settings of important Telecom Protocol's

"i' Wireshark: Preferences - Profile: Default

F1aF
|| | s5cop
RUCP
18P SSCOP UDP park range: | |
SCCP S5COP pavioad protocol: | SSCF-MNI (MTP3-b) v
SC3I -
ScTP I' Wireshark: Preferences - Profile: Default
SOp ERF L Logical Link Contral GRS
sFlaw ESP Autodetect cipher bit:
ETHERIC
SIGCOMP Ethernet —
SIMULCRYPT EVRC Wireshark: Preferences - Profile: Default
SIP EXEC ERF e Logical Link Contral GPRS
EC B Autadetect cipher bit:
SKIMNMY ETHERIC
SME FODI Ethernst
Fibre Channel over IP EVRC
SMPP FIv EXEC
SMTFP PP e
FDDI
ShA FR Fibre Channel over P
SNMP Frame FIx
Fi-1 Frp
SoulSeek - FR y
SRVLOC GPRS-LLC
Gryphon
G5M 53 : C
G5M 53 UD ryphan
G5 SM5
G5M Um
G5M SMS LD
STAMNAG S04 E5H_MAP .
S— 555-8P1 G5M_MAP
uelp STP 555-AP1
GTP -
C o 1 o ) o ]

Frame Relay, BSSGP, GPRS-LLC; RANAP, NBAP, SSCOP, RRC-UMTS, RRC-LTE, S1-AP, S1-MME, TCP
(e.g. relative TCP-packet numbering)

e Start Tracing IP-connection (Network Interface Card's)

[0 Capture Interface(s) for Monitoring

"4l Wireshark: Capture Interfaces

Descripkion iz Packets Packetsis

E Adapter for generic dialup and YPN capture
E‘ Intel(R) PROJ1000 PL Metwork Connection (Microsoft's Packet Scheduler) fedil::213:77fF:feld: 32ba
E Intel(R) PROWireless 3945ABG Network Connection (Microsaft's Packet Scheduler)  FeS0::215:2fF:Fe0d:8bd1
E‘ MS Tunnel Interface Driver FeB0:: FFEF:FRFF:FFF
E‘ TAP-Win32 Adapter Y8 {Microsoft's Packet Scheduler) fed0:: 2fF:dsff:feed:ab?a
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O Wireshark Preference Settings
Timestamp options, Colorizing two different IP (e.g. FTP) Connections in same Logfile

0 Adding customized Column's for enhanced analysis
Text-export or CSV-export allows further post-processing in Excel

"4l Wireshark: Preferences - Profile: Default

= User Interface Columns
Lavout [The first lisk enkry will be displayed as the leftmost column - Drag and drop entries to chanage calumn order]
P— Title Field kyvpe
Mo, Murnber
Font
AbsolukeTime  Absolute time
Colars
Source Source address
Capkure
Destination  Destination address
Prinking
Protocal Prokocal
Mame Resaolution
Info Information

Statistics

verific-tag Custom {sctp.verification_tag)
Protocols

Mew Colurnn Custom (tep.ack)

Mew Column Custom (tcp.s)

Properties

Field type: |Cust0m hd
Field name: Lken el

tcp.segment

ot

tcp.seqgrment. multipletails

(L=

tcp.segment. overlap

tcp.segment. overlap.conflict

kcp.segment. toolongfragment

O Export of Lodfiles as Textfile, CSV-file, PCAP-file
e Reviewing important TCP/IP Fundamentals

00 Overview of IP, TCP and UDP header

0 TCP Slow Start and Congestion Avoidance

[0 TCP Connection Establishment & Release

3-way handshake, Receive Window Size of Client is critical, Reset a Connection

0 Overview of important TCP-Parameters
Window Size, Round Trip Time, Maximum Segment Size, Maximum Transfer Unit, Socket Parameter

0 Bandwidth Delay Product: Throughput = Window Size / RTT
Specifics of a Wireless System like GPRS, UMTS or LTE:
- Throughput should be preferably limited by the UE's Capability's
- The E-t-E-RTT cannot fall below a minimum value but increases easily
- Window Size of TCP-client (e.g. laptop) should be set to a certain value matching the RTT of the system
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0 Concurrent Download and Upload leads to lower throughput

Upload throttles down the download due to Windows-PPP issue (no prioritization of TCP-ACK's),
Linux computer are able to prioritize the sending of TCP-ACK's before TCP-data are sent

O Impact of Duplicate ACK's & Fast Retransmissions on Subscriber Throughput

O Pro's and Con's of Selective Acknowledgments

Issue of lower layer retransmissions while Selective ACK's invoke TCP-Retransmissions resulting in
“double” resp. unnecessary retransmissions, Advantage when UTRAN or PCU do not stall the forwarding of
TCP-ACK's to the TCP-Server and thus allow out-of-sequence delivery of TCP-ACK's if they hang in
retransmissions due to RLC-AM

A TCP aware UTRAN or PCU would be beneficial for the throughput if TCP-ACK's are handled preferred

Quick Logfile Analysis using “Expert Info”
Analysis of Example Log's

T4 Wireshark: 337 Expert Infos

Errors: O Warnings: 10 Motes: 327 Chats: 86 % Severity Filber:
Mo, - | Sewer. Group Protocol SUmmary: 2
24 Mote Sequence TCP Duplicate ACK (#27
63126 Mote Sequence TCP Duplicate ACkK (#28;\
63125 Mote Sequence TCP Duplicate ACK (#29)
63130 Mote Sequence TCP Duplicate ACK (#300
63132 MNote Sequence TCP Duplicate ACK {(#31)
63134 Mote Sequence TCP Duplicate ACK (#32)
63136 MNote Sequence TCP Duplicate ACK {#33)
63135 Mote Sequence TCP Duplicate ACK (#34)
63140 Mote Sequence TCP Duplicate ACK {(#35)
63142 Mote Sequence TCP Duplicate ACK (#36)
63144 Mote Sequence TCP Duplicate ACK (#37)
63146 Mote Sequence TCP Duplicate ACK (#35)
63145 Mote Sequence TCP Duplicate ACK (#39)
63150 Mote Sequence TCP Duplicate ACK (#40)
63152 Mote Sequence TCP Duplicate ACK (#41)
63154 Mote Sequence TCP Duplicate ACK (#42)
63156 Mote Sequence TCP Duplicate ACK (#43)
\_‘EQJ_EE_NNP SEQUEOCE TCP Duplicate SCK (#44)
63159 Warn Sequence TCP Fast retransmission (suspected) ]
0114 “Warn Sequence TCP Previous segment lost (common at capture start)“_
80117 Mote Sequence TCP Duplicate ACK (#1) :
50119 Mote Sequence TCP Duplicate ACK (#2)
0120 Warn Sequence TCP Fast retransmission (suspected) ]
5207 ‘Warn Sequence TCP Previous segment lost {Common at capture start) |
85208 Mote Sequence TCP Duplicate ACK (#1) -
85210 Mote Sequence TCP Duplicate ACK (#2)
85212 Mote Sequence TCP Duplicate ACK (#3)
85214 Mote Sequence TCP Duplicate ACK (#4)
85216 Mote Sequence TCP Duplicate ACK (#5)
85215 Mote Sequence TCP Duplicate ACK {#6)
5220 Mote Sequence TCP Duplicate ACK (#7)
85222 Mote Sequence TCP Duplicate ACK {#8)
85224 Mote Sequence TCP Duplicate ACK (#9)
85226 Mote Sequence TCP Duplicate ACK {(#10)
85228 Mote Sequence TCP Duplicate ACK (#11) 3

For every new TCP/IP Packet the Client sends a Duplicate ACK pointing out that a certain older TCP/IP-
packet is still missing. All the newer incoming TCP/IP-packets have to be buffered until the very
missing/dropped TCP/IP Packet is re-transmitted by the Server and properly received by the Client.

O Issues with Buffer Size in Client and Network Nodes are discussed
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e Detailed Throughput and RTT Analysis

O Determining

“il concurrent-Upload+Download. peap - Wireshark

Slow Start and Retransmission using

10-Graph in Wireshark (for quick throughput analysis)

N

File Edit Wiew @o Capturs  pnalyze Telephony  Tocls  Help
Bl @& e BE R LD ey BE aaa Pl @@Em:% 8 Zoom || Magnify | Origin Cross|: raph tvD&‘.I_
Protocol Higrarchy e
Filter: B Conversations Expression... Clear Apply Graph kype:
Mo, - AbsalukeTime sp1 & Endpoints Pratocal Info O TimeSequence (toptrace-style) verifictag ™
o cesmsia iz PacketLengths... o e Fie uava. awes by
90851 17: . 234375 50 Le 10 Graphs iaa TCP capi Dver7524;4cgt
50852 17 234375 1gwl FTP-DATA FTP Data: ) i i
50803 17: .250000 15 . 40 FTP-DATA FTP Data: 1424 by ® Time{Sequence (Stevens'style)
Conversation List i e q
Endpoint List LT I
.250000 Service Response Tims v (20 FTP-DATA FTF Data: 1424 by | | O Throughput
90837 17:08:51. 250000 5( 238 TCP capioverlan > cat
GOBGE 17:08:51.250000 15  BOOTR-DHCP.. 40 FTP-DATA FTP Data: 1424 by
50800 17:08:51.250000  1C  Compare. 40 FTP-DATA FTP pata: 1424 byl | (O Round-trip Time
20900 17:08:51.250000 S0 L4 Flow Graph... 238 TCP capioverlan > cat
20901 17:08:51. 265625 1% - 40 FTP-DATA FTP Data: 1424 hy]
60002 17:08:51. 265625 1g HIP Y40 FTP-DATA FTP Data: 1424 byt
90903 17:08:51. 265625 5 TP Addresses... 238 TCP capioverlan > cat _
90904 17:08: 51, 265625 18 IP Destinations. .. 40 FTP-DATA FTP Data: 1424 by [ 1rit on change
90905 17:08:51.265625 19 Ipprorocol Types... 40 FTP-DATA FTP Data: 1424 by
90906 17:08:51. 265625 90 nc-RPC Programs 238 TCP capioverlan » cat
90907 17:08:51. 265625 1§ 2 FTP Data: 1424 by
90008 17:08:51. 281250 18 Round Trip Time: Graph FTR Data: 1424 byt
90000 17:08:51. 281250 9§  UDP Multicast Theaughput Graph capioverlan > cat Close
ggg%g 1;32 g%ggiggg 15 WLAN Traffic, .. Time-5equence Graph (Stevens) FTP Data: }jgj g)ﬂ'
8 . ceon - - - - FTP Data: yTes
50012 17:08:51. 281250  90.152.161.40 104,48, 130 wemoocisence raph (epirace) capioverlan » catalyst [Ack] seg=l ack=71951873 win=65535 Len: -
50913 17:08:51. 281250  1094.48.139.238 50.152.161.40 FTP-DATA FTP Data: 1424 bytes

Sequence
rumber[E]

Time/Sequence Graph
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Troubleshooting of RAN and Core Errors
e Failure & Drops in GPRS/EGPRS
0 Filtering in Wireshark

Eﬂlter: I{sndep)

} Expression... Clear Apply

\ N4, CON

Ma. - AbsolubeTime Sourcdestinatior Protocol Info verificl
1210 117.186267 BSSGP FLOW-CONTROL-MS—ACK, TLLI Oxea0&léh?
1211 .185461 BSSGP FLOW-CONTROL-MS, TLLI Oxea0fléb7
1212 .186217 BZ3GP FLOW-CONTROL-MS-ACK, TLLI Oxealdlsh?
1549 414616 BSSGR FLUSH-LL, TLLI Oxea0&l6b?, BWCI 10114, BwCI 10024
1553 -458431 B3GR FLUSH_LL_ACK, TLLI Oxea0&l6b7, BVCI 10024
1564 -611828 BSSGP FLUSH-LL, TLLI Oxea0&léh?, BWCI 10024, BWCI 10114
1565 -B36330 BSSGP FLUSH_LL_ACK, TLLI Oxea0fl6b7, BVCI 10114
1584 -B70L85 BSSGP LLC-DISCARDED, TLLI Oxea06l6h?, BWCI 10114
1595 -334380 BSSGP LLC-DISCARDED, TLLI 0xea0516b7, BWCI 10114
1598 -B0G708 BSSGP FLUSH LL, TLLI Oxea06lsh?, BWCI 10114, BwCI 10024
159G -834067 BSSGP FLUSH_LL_ACK, TLLT 0)(930616[37
1614 . 389792 GPRS-LLC LLGMM, UI, protected, ciphered information, = 2(0TAP] (SM) Deactiwate PDP CONTEXT REqUesT
1615 400933 GPRS-LLC LLGMM, UI, protected, ciphered information, 2(DTAP) (SM) Deactivate PDP Context Accept
1616 .930453 GPRS-LLC © LLGMM, UI, protected, ciphered information, 3COTAP) (GMM) Detach Request
16817 .355029 GPRS-LLC SAPI: LLGMM, UI, protected, ciphered information, 3(DTAP] (GMM) Detach Accept
1618 . 200860 BSSGP RADIO-STATUS, TLLI Oxea0d6l6b7
1619 - 328783 BSSGP LLC-DISCARDED, TLLI Oxea06l6h?, BWCI 10024
1620 791334 GPRS-LLC LLGMM, UI, protected, non-ciphered information, NCU) = O(DTAP) (GMM) Attach Reguest
1621 794178 GPRS-LLC LLGMM, UL, protected, non-ciphered information, wiu) = 0(pTAP) (GmMmM) Identity Request
1622 . 190083 GPRS-LLC LLGMM, UI, protected, non-ciphered information, w(U) = 1(DTAP) (GMM) Identity Response
1623 .194078 GPRS-LLC LLGMM, UI, protected, non-ciphered information, N(U) = 37(DTAP) (GMM) Authentication and Cipherin
16824 790532 GPRS-LLC LLGMM, UI, protected, non-ciphered information, WO = 2(0TAP) (emm) authentication and Ciphering
1625 . 792987 GPRS-LLC LLGMM, U, xID
1626 . 049977 GPRS-LLC SAPI LLGMM, U, xID
1627 . 5153689 B3GR RA-CAPABILITY, TLLI 0Oxaa05l6h7
1628 L 517040 GPRS-LLC SAPI: LLGMM, UI, protected, ciphered information, MCU) = OCDTAP) (GMM) Attach Accept
1629 770537 GPRS-LLC SAPI: LLGMM, UI, protected, ciphered information, M(U) = OCDTAP) (GMM) Attach Complete
1630 .031222 PPP IPCP  cConfiguration Reguest
1631 .102834 ppP IPcP  configuration wak
1632 .6B50877 GPRS-LLC  SAPI: LL3, U, XID
1633 LG51843 GPRS-LLC  SAPI: LL3, U, XID
1727 .212554 BSSGP LLC-DISCARDED, TLLI 0xc323d752, Bwel 10114
1728 . 214356 B3GR RADIO-STATUS, TLLI 0xc323d752
1729 .230538 B3GR LLC-DISCARDED, TLLI 0xc323d752, BWCI 10114
1730 -037428 BSSGP PAGING-PS, IMSI 8520028794, (PITMSI 0Oxc323d752
»
0 GPRS Connection Hang-up with Drop
Filter: |bssap ~  Expression... Clear Apply
Mo - AbsolubeTime Sourc@estinatior Pratocol Info
22144104.141457 192, 192.1 TCP L1enDeviMgmt_A > ETNErNET/IP-2 |[SYN]| Seq=0 Win=4UY9% Lan=u MSS=1i60 WS=0 TSV=119tb415 TSER=0
22:43:05.813514 192, 1%2.1 TCP EtherMet/IP-2 > LiehDevMgmt_a [SYN, ACK] Seq Ack=1 wWin=2000 Len=0 M55=16384
t05.845248 192. 192.1 TCP LiebDevMgmt_a > Ethernet/IP-2 [ACK] Seg=1 ack=1 Win=409& Len=0

3
22:44:0

GViLl. LuLlld

S

[n=N

848001

.B47563

- 360854
.355214

. 734832
. 791958
.B32081
. 832984

]

=
230538

2037428

G1.1 8%.1< PRP V31
1 1 EMNIP

PPP V1
1 ENIF

PPF V1
] CIR

8 FFP V1
1 1 CIP

G1.1 8%9. PPP V1
1 TICF
G1.1 89.1< LZTP
G1.1 89.1< L2TP
.1 ]
9.1 01.11 L2TP
859.1 91.11 L2TP
859.1 91.11 L2TP
859.1 91.11 LZTP

1 =

51.1 89.1¢
EB 1

P
BSSGR
BSSGP

vl compressed TCP (d‘irectiun unknuwn)

TCP ACKEL ment] L1s

v1 compressed TCP (d'lrect'lnn Lmknnwn)
TCP L = 05T seqgment Rer

vl compressed TCP (direction unknown)
TCP ACKed lost segment

vl compressed TCP (direction unknown)
TCP ACKed lost segment

vl compressed TCP (direction unknown)

TCP Keep-alive eh T_A > EThermMet /Ir-2
Control Message - Hello (tunnel id=50610, session i
control Message - Hello (tunne? Jd=50610, session i
TCF Aalive ; - LighDbeviomt_A | ACK
Control Message - Hello (tunme'\ id=6, session i
Control Message - ZLE (tunnel ‘|d 6 session id=0)
Control Message - ZLB (tunnel session dd=0)
control mMessage - ZLB (tunnel sessmn i
TCP Kesp—alive ch AGMT_A > ETh T/IP-2 i

Kick Timer

TCF RELr Ton] Kick Timer

vl compressed TCP (direction unknown)

TCP Re

Timer

LLC-DISCARDED, TLLI 0xc323d752,
PAGING-PS, IMSI MICHNCS520028794,

BVCI 10114

(PITMSI 0xc323d752

= Base Station Subsystem GPRS Protocol

PDU Type:

= TLLI:
TLLI:
Radio Cause:

RADIO-STATUS (Oxa)
0xc323d752
0xc323d752

Radio contact lost with the Ms (00D

O Low Throughput in EGPRS

AEGE

1= Ler=0

EGPRS Throughput per cell/BVCI, faulty GPRS Dial-up software (dashboard issue with LCP protocol)

0 GPRS Suspend after 3G—2G HO but no Suspend ACK
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00 Attach Accept but no Attach Complete from UE
Ciphering Key mismatch between UE and SGSN
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Info

SAPI:
SAPIL:

SAPI:
SAPI:
SAPT:
SAPI:
SAPI:
SAPI:
SAPI:
CART*

No. - Time Smshine Protocol

1 06:22:50.1/ GPRS-LLC 5
2 06:22:51.642174  GPRS-LLC
3 06:22:51.644418  GPRS-LLC
4 06:22:53.101582  GPRS-LLC
5 06:22:54.183777  GPRS-LLC
6 06:23:01.197192  GPRS-LLC
7 06:23:05.160053 GPRS -LLC
8 06:23:05.162071  GPRS-LLC
9 06:23:12.176788  GPRS-LLC
10 06:23:19. 186958 GPRS-LLC
11 06:23:20.081543  GPRS-LLC
12 06:23:20.083054  GPRS-LLC
13 06:23:27.096936 GPRS-LLC
14 06:23:28.876349  GPRS-LLC
15 06:23:28.876969  EBSSGP

16 06:23:28.877609  GPRS-LLC
17 06:23:34.107749  GPRS-LLC
18 06:23:35.135044 GPRS-LLC
19 06:23:35.139250  GPRS-LLC
20 06:23:37.694933  GPRS-LLC
21 06:23:37.703967  GPRS-LLC
22 06:23:38.774932  GPRS-LLC
931 NR-73+ 1R F7FARE PRSI IC

: LLGMM,
SAPL:
SAPI:
SAPI:
SAPI:
SAPI:
SAPI:
SAPIL:
SAPI:
SAPL:
SAPI:
SAPI:

LLGMM,
LLGMM,
Luﬂ"

LLGMM,
LLGMM,
LLGMM,
LLGHMM,
LLGMM,
LLGMM,
LLGMM,
LLGMM,
LLGMM,
LLGMM,

LLGMM, U, Unknown/invalid code:

U1,
u

protcted
ID

U, XIp

ul,
uI,
uT,
uI,
U1,
uI,
uI,
uI,
uI,

protected,

protected,
protected,
protected,
protected,
protected,
protected,
protected,

protected,

ciphered information, N(U)

ciphered information,
non-ciphered mformam on,
ciphered information,
ciphered information,

N(U)

NQU) =

N(U) = 74(D

N(U) = 111¢

ciphered 1nFormat1on, N{U) = 148(

non-ciphered information, N(U) = 1(DTAP) (GMM) Routing Area Update Request
ciphered information, N(U) =
ciphered informan‘on.

185(

N(U) = 222(

U, Unknown/invalid code:0
FLUSH-LL, TLLI Oxa2adefé7, BVCI 9200, BWCI 56303
4]

LL11, U, XID

LLGMM,
LLGHMM,
LLGMM,
LLGMM,
LLGMM,

11 s

uT,
uI,
uI,
uI,
U1,

HT

protected,
protected,
protected,
protected,
protected,

nratactad

non-ciphered
non-ciphered
non-ciphered
non-ciphered
non-ciphered
nan-rinhared

information,
information,
information,
information,
information,
infarmatian

NCU)
NEUY
N(U)
NCU)
NCU)

MO

) Ciphering §
2(DTAP) (GMM) Authentication and Ciphering Re

0(DTAP) (GMM) Routing Area Update Accept

37(0TAP) (GMM) Routing Area Update Accept
0(DTAP) (GMM) Routing Area Update Request
TAP) (GMM) Routing Area Update Accept
DTAP) (GMM) Routing Area Update Accept
DTAP) (GMM) Routing Area Update Accept

OTAP) (GMM) Routing Area Update Accept
OTAP) (GMM) Routing Area Update Accept

2(DTAP) (GMM) Routing Area Update Request
223(DTAP) (GMM) Routing Area Update Reject
31(DTAP) (GMM) Attach Request

0(DTAP) (GMM) Identity Reguest

4(DTAP) (GMM) Identity Response

I7INTARY MMy authanticatisn and Cinharina ¥

Failure and Drops in UMTS

e Core Network causes Duplicate ACK's and Fast Retransmissions

>

O Out of Sequence Delivery of TCP-Packets on Gn/Gp- or Gi-interface

UE sends Dulecates ACK's in upllnk UTRAN assures In Sequence Dellvery through RLC-AM and HARQ
pfe

[0 GGSN discards sometimes |P-packets
Delta-measurement between Gi (incoming) and Gn (outgoing) of IP-Packets; Internet Server may stick with
Congestion Avoidance only after TCP-Retransmission due to packet loss

A [ [ 13 [ [ N[O P [ 9 ]

| 1 |Gi@ GGSN2 Gn@ GGSN2 Gn@ sesrm Iu @ SGSN11
2 |TCP-SN_[+]TCP-ACK[+|DELTA SN [+] [+] [|TCP-SM_[+]TCP-ACK[|DELTA SN [+] [+] [7]TCP-SN_[+]TCP-ACK[Z|DELTA SN [+] [+] [|TCP-SN_[+]TCP-ACK[~|DELTA SN [~
| 27 | 3556828330 3556829754 0 3556825330 3556929754 i 3556826330 3556329754 0 3666825330 3556329754 0
| 98 | 3556829754] 3556831178 0 3556829754 | 3556531178 ] 3556829754 3556831178 0 3556820754 | 3556831176 0
| 20 | 3556831178 3556832602 0 3556831178 3556932602 i 3556831178 3556832602 0 3556831178 3556332602 0
| 40 | 3556832602 | 3556634026 0 3556832602 3556034026 ] 3556832602 3556834026 0 355RA3I2602 | I556A34026 0
| 41 | 3556834026 3556835450 0 3556834026 | 3556035450 a 3556834026 | 3556835450 0 3556834026 | 3556836450 0
| 42 | 3556835460 3556336874 0 3556835450 3556936574 i 3556835460 355633667 4 0 3656835450 355633657 4 0
| 43 | 3556836674 3556835298 0 3556836874 3556030298 ] 3556836574 | 3556535298 0 3556836874 | 3556530298 ]
| 44 | 3556838298 3556839722 0 3556835295 3556039722 i 3556836295 | 3556539722 0 3556835298 | 3556339722 0
| 45 | 3556839722| 3556841146 0 3556839722 3556841146 ] 355BA39722 | 3556641146 0 3556839722 3556841146 0
| 46 | 3556841148 3556842570 0 3556841146 3556942570 i 3556841146 3556842570 0 3556841146 3556342570 0
| 47 | 3556842570 3556843994 0 355EA42570 3556043994 ] 355BE42570 3556643994 0 355RB42570 3556R43904 0
| 48 | 3556843994 3556845418 0 3556843994 | 3556045418 a 3556843994 | 3556845418 0 3556843994 | 3556845416 0
| 49 | 3556845415 3556346842 0 3656845415 3556046842 i 3556845415 3556346542 0 3656845415 | 3556346842 0
| 50 | 3556646842 3556845266 0 3556646042 I556045256 ] 3556846042 | 556645266 0 3556846042 | 3556640266 0
| 51 | 3556848266 3556849690 0 3556845256 | 3556549690 i 3556846266 3556349590 0 3556848266 | 3556349690 0
52 | 3556049690 3556851114 0 3E5ER49690 3556051114 ] 355BB49690 3556851114 0 355EB49690 3556851114 0
3656852538 0 3656852538 a 365R853962 1424 3656853962 1424
3556852538 3556053962 0 3556852538 3556053952 ] 3556653962 3556855306 0 3555853962 3556855306 0
55 I556855395 0 I566855305 0 S 2ccoos2s30 RS B ooccoszs3c
3566855386 3556555610 0 3556855356 3556956510 i 3556855396 3556355510 2848 3556855356 | 3556356510 2548
3556856610 3556850234 0 3556856610, 3556050234 ] 3556656810 3556855234 0 3555856510 3556855234 0

RLC-AM In-Sequence and Out-of-Sequence Delivery Configuration

For Rel. 99 bearers, RLC-AM out-of-sequence delivery is counter-productive as it causes Duplicate ACK's.
Bearers mapped on Rel. 5/6 HS-DSCH or Rel. 6 E-DCH provide almost in-sequence deliver due to HARQ
underneath unless during HSPA Serving Cell Changes and if RLC-AM is configured for out-of-sequence

delivery!

SRNC can delay TCP/IP packets mapped on HS-DSCH unnecessary

lub HS-DSCH Frame Protocol (user plane) trace required to compare with lu-ps user plane timing
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0 Modem/Data-card hangs-up (UE software bug)
One or more TCP Retransmissions for same TCP-Packet but no ACK from TCP-client, then UE performs
sudden GPRS ATTACH due to Switch-off-on, PDP Context Activation and “normal” download resumes

Mo, - AbsoluteTime Toestinat Protocol Info
3004 09:24:23.082919 C 1% GTP <TCP> cedros_fds > https [ACK] Seq=347065 Ack=475873 win=65535 Len=0
3005 09:24:23.082976 € 1% GTP <55L> continuation Data
3006 09:24:23.247496 1 9C GTP <TCP> https > cedros_fds [ACK] Seq=475873 Ack=347177 win=17088 Len=0
3007 09:24:34.132321 € 1% GTP <55L> Continuation Data
124 :34. 248705 1 9C GTP <TCP> https » cedros_fds [AcK]
E C M ot
3011 09:24:20. 204262 €1t GTP <S5L> Continuation Data
3012 09:24:39.207509 19C GTP <S5L> Continuation Data
3013 09:24:39.645679 1S GTP <TCP> cedros_fds » https [ACK] Seq=347473 Ack=476025 win=65383 Len=0
3014 09:24:43.8357359 z 2% RAMAP jd-DirectTransfer (DTAP) (SM) Deactivate PDP Context Reguest
3015 09:24:43.842919 Z 2% RANAP jd-DirectTransfer (DTAP) (SM) Deactivate PDP Context Accept
3016 09:24:45.843214 z 2% RANAP jd-RAB-AssTgnment
3017 09:24:44,394152 z 2% RANAP jd-RAB-AssTgnment
3018 09:24:44.397069 z 2% RANAP jd-Iu-Release
3019 09:24:45.128596 z 2% RANAP jd-Iu-Release
3020 09:41:50.339526 z 25 RANAP jd-InitialUE-Message (DTAR) (GMM) aAttach Request
3021 09:41:50.343914 z 2% RAMAP jd-pirectTransfer (DTAP) (GMM) Authentication and Ciphering Reg
3022 09:41:50.507549 Z 25 RAMAP id-pirectTransfer (DTAP) (GWM) authentication and Ciphering Resp
3023 09:41:50.510824 z 2% RANAP jd-securitymModecontral
3024 09:41:50.639993 Z 2% RANAP jd-securityModeControl
3025 09:41:50.842435 z 2% RANAP jd-CommonID
3026 09:41:50.644077 z 25 RANAP id-Iu-release
3027 09:41:51.257584 z 2% RANAP jd-Iu-Release
3028 09:42:07.034840 z 2C RANAP jd-InitialuE-Message (DTAP) (GMM) attach Request
3029 09:42:07.039909 z 2% RAMAP jd-pirectTransfer (DTAP) (GMM) Identity Request
3030 09:42:07.135008 z 25 RANAP id-pirectTransfer (DTAP) (GMM) Identity Response
3031 09:42:07.378579 z 2% RAMAP jd-pirectTransfer (DTAP) (GMM) Authentication and Ciphering Reg
3032 09:42:07.544042 Z 2% RANAP jd-pirectTransfer (DTAP) (GMM) authentication and Ciphering Resp
3033 09:42:07.547268 z 2% RANAP jd-securitymModecontral
3034 09:42:07.665200 z 2% RANAP jd-securitymModecontral
3035 09:42:07.8670210 z 2% RANAP jd-CommonID
3036 09:42:09.096292 z 2% RAMAP jd-DirectTransfer (DTAP) (GMM) Attach Accept
3037 09:42:09, 214358 z 25 RANAP id-DirectTransfer (DTAP) (GMM) Attach Complete
3038 09:42:09.217849 z 2% RANAP jd-Iu-Release
3039 09:42:09.817343 Z 2% RANAP id-Iu-release
3040 09:44:38.254675 z 2% RAMAP jd-InitialuE-Message (DTAP) (GMM) Service Request

Failure and Drops in LTE
e S1-MME Signaling Issues
0 UE lost in E-UTRAN (uplink drop)

Filter: |slap ~ Expression... Clear Apply
Mo, - AbsoluteTime Sourcdestinatio Protocal Info werific-tag
5 11:43:06.426985 10.4 10.4. s1ap jd-UEContextReleaseRequest Oxh91d397d
5 11:43:06,447475 10.4 10.4 Slap id-ErrorIndication Oxfd37lasl
9 11:43:11. 638798 10.4 10.4. PPP IPCP configuration Request Oxh91d397d
10 11:43:11, 685362 10.4 10,4 S1AP/MAS-EPS jd-Initialcontextsetup Attach accept Activate default EPS hearer context regquest Oxfd371lasl
13 11:43:14. 047007 10.4 10.4 PPP IPCP configuration Request 0xh91d397d
15 11:43:17. 716353 10.4 10.4 S1AP/MAS-EPS jd-Initialcontextsetup Attach accept Activate default EPS hearer context regquest 0xfd37lasl
16 11:43:17. 720582 10.4 10.4 S1aP jd-Initialcontextsetup 0xh91d397d
17 11:43:17 4 10.4. 5S1aP id-InitialcontextsSetup 0xhold3o7d

. 7B3683 10.

= \P [1]
3:17.913452 10.4 10.4 51aP 1

ContextRelease y Oxfo371a51

21 11
22 11:43:17.917159  10.4 10.4. s1AP id-UEContextRelease Oxhold3o7d
43 11:43:29. 638375 10.4 10.4. PPP IPCP Configuration Reguest Oxhold3o7d

= UECUMNLExXLRE (@45 SReues L
= protocollEs: 3 items
= Item 0: jd-MME-UE-SlAP-ID
= ProtocolIe-Field
qd: id-MME-UE-S1AP-ID (0D
criticality: reject (0J
= value
MME-UE-S1AP-ID: 680
= Item 1: jd-eNB-UE-SLAP-ID
= ProtocolIE-Field
qd: id-eNB-UE-S1aP-ID (8)
criticality: reject (00
= wvalue
ENB-UE-S1AP-ID: 18
= Item 2: id-Cause
= ProtocolIe-Field
id: dd-Cause (20
criticality: ignore (1)
= value
= Cause: radionetwork (0)
[ radijonetwork: radio-connection-with-ue-lost (210 ]

0 UE drops due to downlink out-of-sync
RRC Re-establishment Procedure Scenario
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O Tracking Area Update after failed RRC Re-establishment
Network Paging in case of downlink Data Delivery, As long as the TCP Timers in UE/Client are not fired,
TCP triggers the Connection Establishment with E-UTRAN again (same in GPRS and UMTS), UE keeps its
IP-address after drop or being in Idle Mode until Detach or “Deactivate PDP Context”

e X2AP Signaling Issues
0 Handover Signaling

Meaning of snStatusTransfer, Why are there duplicate X2AP messages visible?

& B C| D E F [ H | |
1 Mo [+ |Tirne [+ |S[+|Dd = |Protocol |+ |Info [+
391 380 56055 104110 46 24P id-handoverPreparation
392 391 56:06.5 104110 46 :2AF id-handoverPreparation
393 392 56:05.5 10411046 2 AP id-handoverPreparation RECConnectionReconfiguration
394 393 56:05.5 10.4110. 46 X2 AP id-handoverPreparation RECConnectionReconfiguration
395 384 a6:06.5 104110 46 22AP id-snStatusTransfer
396 385 a6:06.5 104110 46 22AP id-snStatusTransfer
4065 405 ab:07.0 10,4110 48 22AP id-uEContextRelease
407 A0 a6:07.0 104110 48 =2AP id-uEContextRelease
B27 E26 ob:33.5 10411048 22 AF id-handoverFreparation
B28 B2V 56:38.5 104110 48 =2AP id-handoverFreparation
B29 E25 56:38.5 104110 48 =2AP id-handoverPreparation RRCConnectionReconfiguration
B30 529 56:35.5 104110 46 2 AP id-handoverPreparation RECCaonnectionReconfiguration
B31 B30 56:35.5 104110 46 :2 AP id-snStatusTransfer
B32 E31 £6:38.5 104110 48 =2AP id-snStatusTransfer
B42 E41 S6:38.7 104110 48 24P id-uECaontextRelease
B43 B4Z 86:38.7 104110 46 :2AP id-uECaontextRelease

0 How to trace the complete signaling of a single UE on S1-MME?

Filker: |s1ap || x2ap| > Expression... Clear Apply

Mo, - AbsoluteTime Foestinat Protocol Info MME-id eMB-id
1626 12:10:00.3282163 11C S1ap/NaS-EP: Td-initialUEMessage a4
1637 12:10:00. 333769 11¢ s1lap/nas-epP: Td-downlinknasTransport  serwvice reject 4294967295 64
1628 12:10:00. 582835 11C sCTP SACK
1639 12:10:00. 537100 11C sCTP SACK

1640 12:10:00.784708
1641 12:10:00.784725
1642 12:10:00, 784824
1643 12:10:00.784840
1644 12:10:00. 981878
1645 12:10:00.598251%
1646 12:10:00, 5982599
1647 12:10:01. 004961
1648 12:10:01. 008280
1649 12:10:01. 201133

1C 5CTR HEARTEBEAT

¢ sCTP HEARTBEAT

L sCTR HEARTEBEAT _ACK

C5CTP HEARTEBEAT _ACK

C slap d-InitialContextSetup 601 63
C slap id-UEContextreleaserequest 691 63
¢ sCTP SACK

C S1AP fd-UEContextrelease

C slap fd-UECOntextrelease 6ol 63
C sCTP SACK

C SCTP SACK

Jo-UEContextReleaseReguest

[N fd-eErrorIndication

CsCTP SACK

¢ sCTP SACK

C PPP IPCP configuration Request 65
C S1AP/NAS-EP: id-IntialContextsSetup Attach accept Activate default 691 65
L sCTR SACK

C5CTP SACK

CsCTP HEARTBEAT

C5CTP HEARTEBEAT

¢ sCTP HEARTBEAT _ACK

1653 12:10:06. 063726
1654 12:10:06.07729%
1655 12:10:11.065701
1656 12:10:11.123911
1657 12:10:11.267130
1658 12:10:11.321480
1659 12:10:11.357488
1660 12:10:11.357503
166l 12:10:11.397587
1662 12:10:11.357602

[T , . NP
el e e el ] e e T el A e e e

1C sCTP HEARTEBEAT _ACK

1663 12:10:12.912056 11cC s1lap jd-Initialcontextsetup 691 65
1664 12:10:12.546437 11C s1ap jd-UEContextrelease
1665 12:10:12,949928  11C s51AP fd-UEContextrelease k=x 8 63

SCTP does not distinguish the Signaling for different Users/UE's between eNodeB and MME. Thus S1AP in
eNodeB assigns upon connection establishment (e.g. with ATTACH REQUEST) a unique number called
eNB-UE-S1AP-ID. In response the MME allocates his unique number MME-UE-S1AP-ID and mirrors back
the number which eNodeB has assigned for the call. Thus from that moment on the UE/User is uniquely
identified by two numbers and eNodeB refers to the MME-ID when sending some S1AP-message to the
MME where as the MME refers to eNB-ID when sending some message for the specific UE to eNodeB.

0 How to identify the User Plane Connection (S1-U) of eNB <« SGW for a certain
UE?
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Low Throughput Troubleshooting in HSPA Networks
e lub Flow Control Issues
0 Bad HS-DSCH Flow Control

Iub Flow Control

FP: User Buffer Size === Credits[Bytes/80ms] == TransmittedBytes_Bin ‘
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0 E-DCH FP throttles uplink Throughput

Example for a bunch of corrupted E-DCH frames. The last correct received packet on lub is having
sequence number 291210. After that it takes 2.5s until the next non-corrupted packet is received on lub:

Live | Freeze I Zoom Illrrmaml Filter: ]' Expression... Clear Apply

BITHASK
logt11ee1 1.8 FP:

Eoames 4.1 FP: Spare @ Frame 582 (1464 bytes on wire, 1464 bytes captured)
at Raw nacker dara
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e Combined Trace Analysis of Air-interface (Uu) and Wireshark
0 HS-SCCH Scheduling Analysis

| 3E1's for lua | | With optimized TCP-settings |
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O Serving Grant Monitoring for low HSUPA Throughput
SIR-Target in UTRAN and UE TX Power limitation
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0 TCP/IP ACK counting on Client Laptop
(typically a Windows PC ack's only every 2" TCP-frame) — downlink packets arrive too slow although
Client-PC ack's nicely every 2™ TCP-frame < self-clocking principle of the TCP-connection. A TCP-Server
in Slow Start mode would double the number of TCP-frames for every received TCP-ACK
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O High uplink BLER (RTT) throttles HS-DSCH Throughput
As the downlink HARQ of HS-DSCH (and also uplink HARQ of E-DCH) is usually very robust, throughput
issues only occur due to too high TCP-RTT (high E-to-E delays) or TCP-Packet out-of-sequence delivery
caused by Core or due to lossy Core Network (GGSN, SGSN, Router) or lossy lub/lu-ps (e.g. too
aggressive ATM overbooking), provided that the CQI reporting of UE is good and that sufficient E1-links on
lub are available and that more than 1 HS-SCCH is configured in the cell and just one UE is using HSDPA
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